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'Cyber crime:
Big Brother

iswatching

: nJuly 19,2007, Thailand’s new
O Computer Crimes Act (CCAYtook
effect. CCA Section 26 made data
retention mandatory for all service
- providers, whowouldbe. required to
keep records of their users’ e-mail, chat,
internet usage and personal identification
for aminimum of90 days. The. details of
.this mandatory data retention were left
to the Information and Communication
Technology (ICT) Ministry,
OnAug23, 2007, the ICT Ministry

issueda Notificationdetailing thedata *

récordstoberetainedaswellas - i
explainingwhich service providersare’
affected. The requirements will become
- universally effective on Aug 24,2008, |
:Underthe CCA, Section3 and the’

Noﬁﬂcation, aservice provideris defined
. asejther (a) aperson who provides
'inteérnet access or conipyter .
communtcaﬂons to other persons, of
‘(b)a person who provides data storage
- servicestoanotherperson.. - %

- Atflrstblush, the definition of service
_provider appearsintended to applytc
‘operators of internet or e-mail services
to third parties. However, the ministry.

“istakinga verybroad Interpretationof

-the phrase “other persons” toinclude

- services. tendered by an operator toits
Lowm stafflreprqsentatives e

‘- Based on such interpretation, the -/
ministryis stating that all entities within
" Thalland that offer internet access, . o
- computer communicatjon, ordata -
storage to their staff fall within the CCA'
dataretention requirements, Thisisto
saythatnearly any party thatusesa - |
computer is required to log all data traffic

andmaintain personal data idennfying _

users for90 daysorbesubjecttoa
criminai fine of up to 500,000 baht, Yet
thereisno similar requirementunder ,

Thal lawfor private operators to maintam ,

iogs of telephone or facsimile usage. ;
- Duetothe ministry’s expanded

mterpretption of service providers, many‘

" pegplemaystill believe thatthedata’:
“petention requirements apply only to’*
publicservice providers, 'Ihis may prove
tobeacostlyerror.”

-+ Séction 29 of the Constitution requires'
that anynewlyenacted laws that restrict

»the rights and liberties of persong must

"be ofgeneral. application and’ containa’ .

_reference to the relevant provision of -

the Constitution. Bywayofexample,”

the recently enacted Life Insurance Act
- Na.2(2008) clearly providesinits -
- introduction that it limits personal rights
and freedoms allowed by Sections 29,
84,41, 43 and 45 of the Constitutlon of ,
“Thailand. The CCA has no such provision,

August 15, 2008

IntheConstitutlonCotirtRulingNo. :
13-14/2541 (1998); a proposed draft of :

" the State Bnterprises Labour Relations

- Actwas determined tobé invalid because

itfailed to provide a similay réfétencein
' limiting personal rights protetted bythe

.Constitution, Here, alegal questioti exists -

: whethdrthe CCAalso limits the: privacy

Hights ofpérsonsunderthe Constituitlon;

. However, the broad interpretation = .

‘agsigned to itby the ICT Ministrymakes
the potential intiusion into petsonal ',

: pxivacy significant and thus more likely

‘tobesubject toa]legations of being

iunconstitutlonal Wlepowet o
. UnderUS, UKand EfJ laws, therels®

-no enforcement of data‘teténtion to the
éxtént suggested by thie ICT Ministry’s
new Notjfication; Curterit US lawonly-
provides for data preservation as opposed -
to dataretention, Thismeans that 1SPs -
need only preserve data onte they have

‘been formallyrequested todosoby . -
government enforcerent authoritlesin
aparticularhvestigation. ‘TheUShas. '

- no universal requirement for all operators

.to maintain such records. Attempts to;
introduce mandatory data retention laws
intheUShavebeén Jopposed bypublic
advocates who fear government invasion,
ofprivacy. .

' Evenunder EU ancl UKlaws where:
data retention is mandated, stich laws
arelimited fo public servit:e providers
only, i.e. entities that provide services
to thegenéral public, and not to every -
eritity that uses the internet or provides

e-mailinits business operations, .
Itisalso noteworthy thatthe CCA

. provides expresslyin Section’17that. * -
the law Las extratetritorial application
to{a) any Thal citizen operating outside
Thatland, and (b) dnynon:Thai citizen
who operates.outside of Thaflandbut .
whose conductaffects eithet the Thai .
government or any person within
Thailand. By implication therefore, even
foreign operators thatare subjectto the
CCA byvirtue of its extraterritorial .
application are equally liable to the ICT
Ministry's expansive datd retention
requirements, L ’

Insum,ifthe minismr enforces the
dataretention requirements as it intends
Thailand will have one of the most
expansivemandatory data retentlon
requirementsinthe entireworld.".
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